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Protecting Your Online Privacy:
Risks And Strategies

AN INFOPEOPLE WEBINAR

NOVEMBER 9, 2017 ? l ,

PRESENTED BY: LAURA SOLOMON
@LAURASOLOMON

you the &
/impro

a by the State
srcial Share Alike lic

ON TODAY'S AGENDA

PRIVACY: NBD, OR IS IT?
RISKS

WHAT'S HAPPENING ON THE LIBRARY FRONT2

TOOLS & STRATEGIES
THE BIG TAKE-AWAYS

| HATE HOW CORPORATIONS
TRACK OUR EVERY MOVE ONLINE

UH, SURE... SO ARE YOU
GONNA LEAVE A TIP?

DON'T YOU AGREE?

(o

WELL, ACCORDING TO THE PIZZA NOW IF YOU'LL EXCUSE ME,
TRACKER, YOU SHOULD'VE BEEN | HAVE A TRACKING NUMBER TO
HERE 2 MINUTES AGO, SO NO CHECK FOR THE NEXT 12 HOURS

MRLOVENSTEIN.COM




“PUBLIC IS THE NEW
DEFAULT."

ERICK SCHONFELD

YOU WALK EVERY DAY IN A CROWD, SURE, BUT
YOU'RE ONLINE EVEN MORE.
UNDERSTANDING HOW TO PROTECT YOURSELF
IN BOTH REALMS IS IMPORTANT.

AMIRA DHALLA, HEAD OF THE WOMEN AND WEB LITERACY PROGRAMS AT MOZILLA

WHY CARE ABOUT PRIVACY?

* IDEOLOGICAL REASONS

* PRACTICAL REASONS
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THE IDEALOGICAL REASONS

PRIVACY IS A RIGHT YOU HAVEN'T ALWAYS HAD

ARTICLE 12 OF THE UNIVERSAL DECLARATION OF
HUMAN RIGHTS

“No one must be subjected to arbitrary
interference with his privacy, family, home
or correspondence, nor to attacks upon his

honor and reputation.”
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| KNOW WHAT YOU DO IN THE BATHROOM, B
YOU STILL €LOSE THE DOOR, RIGHT?

THE PRACTICAL REASONS

INFO IN THE WRONG HANDS BECOMES
DANGEROUS
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YOU CAN'T PREDICT THE FUTURE

YOUR PRIVATE LIFE OUT OF CONTEXT=WEAPON

YOUR INFORMATION HAS VALUE




WHAT ARE THE RISKS?2
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Harry Potter Film (@HarryPotterFilm) - Twitter
https/twitter com/HarryPotterFim

fase: The padding In
sey’s costume was
originally made of birdseed
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Harry Potter (Literary Series) <

FOR SALE

Your browsing history & habits
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WHAT IS IT POSSIBLE TO SEE?

WHERE YOU SHOP
WHERE YO

LISTENING & VIEW HISTORY
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...A LEAKED CONFIDENTIAL DOCUMENT PREPARED BY FACEBOOK
THAT REVEALED THE COMPANY HAD OFFERED ADVERTISERS THE
OPPORTUNITY TO TARGET 6.4 MILLION YOUNGER USERS, SOME ONLY

HEN THEY FELT “WO!

? “DEFEATED,” *“/ OUS,"” AND LIKE A
“FAILURE.”

For $28, you can hack into a stranger's
internet-enabled webcam
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HELLO, WELCOME TO OUR HOUSE!

THANKS FOR INVITIG US: HTTPS://XKCD.COM/1
ALEXA, ORDER TWO

TONS OF CREAFED CORN. 807/
ALEXA, CONFRM PURCHASE.

M

UHEN VISITING A NEL) HOUSE, ITS
GOOD TO CHECK WHETHER THEY HAVE
AN ALUAYS-ON DEVICE TRANSHITTING

YOUR CONVERSATIONS SOMEWHERE.

'A Zeynep Tufekei

@zeynep

Replying to @zeynep

Advertisers openly say it's best to sell make-up to women when
they feel *fat, lonely and depressed.” With this data, won't have
to guess

2.08PM - Apr 26, 2017
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TUDENT-PRIVACY

VALUED AT OVER $8 BILLION,7 THE EDUCATIONAL
TECHNOLOGY SECTOR IN THE U.S. HAS BEEN
DESCRIBED AS “THE WORLD’S MOST DATA-MINEABLE
INDUSTRY BY FAR.”

WHAT ‘S HAPPENING IN LIBRARIES?2

2% -
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LIBRARY PRIVACY GUIDELINES FOR PUBLIC
ACCESS COMPUTERS AND NETWORKS

WHAT ABOUT PUBLIC WIFI2
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LIBRARY FREEDOM PROJECT IS A PARTNERSHIP
AMONG LIBRARIANS, TECHNOLOGISTS, ATTORNEYS,
AND PRIVACY ADVOCATES WHICH AIMS TO
ADDRESS THE PROBLEMS OF SURVEILLANCE BY
MAKING REAL THE PROMISE OF INTELLECTUAL
FREEDOM IN LIBRARIES.

HTTPS://WWW.TORPROJECT.ORG

1 WANT TO PROTECT
MY PRIVACY WHEN
| USE THE WEB!
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WHAT CAN WE DO?

ENCRYPT

HTTPS://OPENVPN.NET
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HTTPS://WWW.EFF.ORG/HTTPS-EVERYWHERE

ELECTRONIC FRONTIER FOUNDATION

2-FACTOR AUTHENTICATION

1 will sit up here in your browser and
watch for spying ads and sneaky trackel
that are recording what you're doing
online.

11/6/17

14



11/6/17

HTTPS://HAVEIBEENPWNED.COM/

WHAT DID WE LEARN?
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TODAY'’S BIG TAKE-AWAYS

* WE HAVE TO CARE ABOUT PRIVACY

* THE RISKS ARE MANY

* THERE ARE FREELY-AVAILABLE TOOLS THAT CAN
HELP; A LOT.

* DON'T BE AFRAID, TAKE ACTION

| DON'T EXPECT ANYONE IN THIS ROOM TO SET UP A
VPN. BUT | DO WANT YOU TO KNOW THAT THERE
ARE OPTIONS, AND | DO WANT YOU TO KNOW THAT
SOMETHING AS SMALL AS COVERING YOUR
WEBCAM IS THE FIRST STEP TO YOU BEING
EMPOWERED IN YOUR DIGITAL LIFE.

AMIRA DHALLA, HEAD OF THE WOMEN AND WEB LITERACY PROGRAMS AT MOZILLA

THANK YOU FOR LISTENING!

LAURA SOLOMON
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